CIS 490
AI, Machine Learning Cyber Security 
Team Project Assignment Guide

	


Overview
This document is intended to guide each team through the development and requirements for the CIS 490 final team project. Ultimately, this document and the provided Excel workbook will help keep project development structured and enable Dr. Mejias and Raul to track, provide guidance, and support the CIS 490 Project development. Student Teams should define a precise research question, justify the task type, compare appropriate supervised algorithms, document the dataset and evaluation plan, and continue building a literature review that supports both the report and the presentation.
Deliverables at a Glance
	Deliverable
	Minimum expectation
	Purpose
	Submission support

	Project brief
	Complete Sections 1-9 below
	Shows technical clarity and project direction
	Use the assignment guide headings as section headers

	Literature review workbook
	At least 10 high-quality citations
	Keeps evidence organized and comparable
	Use the enhanced workbook tabs and drop-downs

	Presentation deck
	Fill the slide planner before building slides
	Translates research into a coherent talk
	Use the provided slide structure as your planning template


Required Submission Sections
1. Project Title and Author(s) List the project title and all student contributors. Keep the title specific and informative.
2. Problem Statement and Research Question Define the exact problem the AI and ML model is solving and state one central research project question. A strong project question is concrete, measurable, and narrow enough to test.
3. Machine Learning Task Type Classify the task as classification, regression, or ranking and justify the choice in one short paragraph.
4. Supervised Algorithms Used List the ML algorithms you will compare. For each method, explain why it is appropriate and identify important assumptions, features, or hyperparameters as it relates to your project.
5. Dataset Description Describe the source, approximate size, key features, label availability, and preprocessing steps.
6. Evaluation Metrics Choose metrics that match the task. Explain not only what will be measured, but why those measures are the correct ones for your use case.
7. Current Progress and Literature Review Continue the literature review with at least 10 credible sources. Use the Excel workbook to compare papers consistently rather than collecting disconnected notes.
8. Next Steps for Unsupervised Learning Briefly identify which unsupervised or exploratory methods from prior work may be relevant next. Examples may include clustering, dimensionality reduction, anomaly detection, topic modeling, embeddings, or autoencoders depending on the data. We will work together as a class, applying the relevant models to the projects identified. We will progress and develop as a unit and we’ll learn as one too. 
9. References List all references in APA format. Citation managers such as Zotero or Mendeley are strongly recommended.
Task Type and Metric Quick Guide
	Task type
	Common metrics
	What to justify

	Classification
	Accuracy, Precision, Recall, F1, AUC
	Class balance, false positives vs. false negatives, and threshold effects

	Regression
	MSE, MAE, RMSE, R²
	Error scale, robustness to outliers, and interpretability of error

	Ranking
	Precision@k, MAP, NDCG
	Whether the problem depends on ordering and usefulness of top-ranked results


	Quality standard: every section should be specific, concise, and supported by evidence from the literature or the dataset. Avoid vague descriptions of the task, model, or evaluation plan.


Slide Deck Planning Template
The table below converts the original slide outline into a planning template students can follow while building the deck.
	Slide #
	Title
	Purpose
	Content hints

	1
	Title Slide
	Frame the presentation
	Title, presenter, affiliation, date

	2
	Motivation
	Explain relevance
	Problem importance, practical or societal impact

	3
	Problem Statement
	Define scope
	One to two precise sentences

	4
	Research Gaps + Questions
	Position the work
	Combine literature gaps and research questions on one slide

	5
	Proposed Solution: Overview
	Introduce the approach
	High-level summary of what was built or proposed

	6
	Model Design
	Show the technical design
	Architecture, workflow, or components diagram

	7
	Methodology
	Explain implementation
	Data, preprocessing, models, hyperparameters

	8
	Evaluation Setup
	Show the benchmark design
	Datasets, metrics, baselines, experiment settings

	9
	Evaluation Results
	Present evidence
	Tables or graphs with key results highlighted

	10
	Case Study / Demonstration
	Show realistic use
	Applied example or short demonstration

	11
	Theoretical Contributions (Optional)
	Explain academic value
	Conceptual or methodological contribution

	12
	Practical Contributions (Optional)
	Explain practitioner value
	How others can use the result

	13
	Design Principles (Optional)
	Add emerging principles
	Use only if design principles clearly emerged

	14
	Limitations (Optional)
	Acknowledge boundaries
	Bias, scope, assumptions, or missing data

	15
	Conclusion and Future Work
	Close strongly
	Summary statement and next steps

	16
	References / Acknowledgments
	Credit sources
	Major references, lab, sponsors, advisors


Submission Checklist: Please submit the Excel Sheet as you work on it. 
☐ There is a research question to be answered.
☐ The task type is identified correctly and justified.
☐ At least 10 literature sources are logged in the workbook.
☐ The dataset description names the source, structure, and preprocessing steps.
☐ Metrics are appropriate to the task and explicitly justified.
☐ The slide planner is filled before the deck is built.
☐ References are formatted in APA style.
Writing Guidance
Keep the CIS 490 Project description and writing concise, technical, and evidence-based. Prefer specific descriptions of models, data, and evaluation decisions over generic statements. The strongest team project submissions show clear alignment between the research question, dataset, chosen algorithms, evaluation metrics, and the literature review.
